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ABSTRACT: Cloud computing is the most emerging technology
that becomes the demanding architecture for IT enterprise. It
exhibits remarkable potential to offer cost-effective and more
flexible service to the customers over the network. A vast number
of big organisations like Google, Facebook, Dropbox etc. all
depend upon this type of computing. It dynamically increases the
capability of the organisation without training new people. Cloud
computing moves its database and applications to various data
centres across various countries where management of data and
its security is the major concern. The dynamic and scalable nature
of cloud computing creates security challenges in their
management examining policy failure or malicious activity. In this
paper, we examine the detailed design of cloud computing
architecture in which service models, deployment models, cloud
security are exploded. Furthermore, this study identifies the
security challenges in cloud computing during the transfer of data
into the cloud and provides a viable solution to address the
potential threats.
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INTRODUCTION

With the rapid development of processing and storage technologies and the success of the
Internet, computing resources have become cheaper, more powerful and more universally
available than ever before. This technological trend has enabled the realisation of a new
computing model called cloud computing, in which resources (e.g. CPU and storage) are
provided as general utilities that can be leased and released by users through the Internet in an
on-demand fashion. In the last few years, different business companies increasingly understand
that by tapping the cloud resources and gaining fast access, they are able to reduce their initial
business cost by paying only the resources they used rather than the need of potentially large
investment (owning and maintenance) on infrastructure. Rapid deployment, cost reduction, and
minimal investment are the major factors to employ cloud services that drive many companies
[1][2]. Cloud computing is explained by the National Institute of Standard and Technology
(NIST). It is a model to enable convenient, ubiquitous and on-demand network access that is
the configurable computing resources to shared resources which can be delivered and
provisioned rapidly with minimum managerial interaction [3]. Many companies like Microsoft,
Google, Amazon, IBM, among others, developed cloud computing systems and provided a
large number of customers by enhancing their services [4]. The advantages of using cloud
computing are offering infinite computing resources, low cost, security controls, hypervisor
protection, rapid elasticity, high scalability and fault tolerant services with high performance.
Moreover, there are significant barriers to adopting cloud computing like security issues
regarding privacy, compliance and legal matters because it is a relatively new computing model
having a great deal of uncertainty regarding the security of all levels, such as host, network,
data levels, and application[5]. The management of data and services is an important concern
when the databases and application software are moved from the cloud to the large data centres.
There may arise many security challenges regarding the use of cloud computing including the
privacy and control, virtualization and accessibility vulnerabilities, credential and identity
management, confidentiality, authentication of the respondent device and integrity [6][7].
Cloud computing is authorised through the virtualization technology in which the host system
operates an application referred as a hypervisor that generates one or more Virtual Machines
(VM) and it faithfully simulates the physical computers. These simulations can be able to
operate any software from the operating system to the end-user application [8].

LITERATURE/THEORETICAL UNDERPINNING

The study starts by identifying cloud computing security challenges and their mitigation
strategies from the literature. To identify cloud computing security challenges and their
solutions, grey literature, systematic literature review, snowball sampling etc., could be used,
but this report uses snowball sampling and literature review. Literature Review (LR) helps to
identify state of art in a study and snowball sampling helps to revisit references used in the
article and find information related to the current study.
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Categories of Enhancing Security in Cloud Computing Environments

Cloud computing security is the major concern and has various challenges that need attention
[51][14]. From the recent surveys on IT executives and CIO’s conducted by IDC, it was clear
that security was the highly cited (74%) challenge in the cloud computing field [9][29]. A
comparison with grid computing systems also proves that for cloud computing security the
measures are simpler and less secure [19]. Security in cloud computing is totally based on the
cloud service provider, who is responsible for storing data and providing security [20].

Data

Data Security: Information from articles that discuss data security and data protection are
considered. Security provided by cloud SP’s might not be highly cost effective when
implemented in small companies. But when two or more organisations share a common
resource there is a risk of data misuse. In such a situation it is required to secure data
repositories [36]. Not only the data repositories but also data should be secured in any stage
such as storage, transit or process [33]. Since this kind of sharing resources is prevalent in the
CC scenario, protection of data is important and is the most important challenge among other
CC challenges [54][41][37].

Data Locality: Information from articles that discuss data locality, jurisdictional issues, risk
of seizure and loss of governance are considered. Using CC applications or storages services
questions such as “does CSP allow to control the data location?” arise and reason for asking
this question is explained in this section [40]. We know that in CC the data can be hosted
anywhere and in most cases the customer does not know the location of his data i.e., the data
is generally distributed over a number of regions [38][29][35]. It is also known that when the
geographical location of data changes the laws governing that data also change. This clarifies
that the user’s data (information, applications) that is stored in cloud computing (distributed
over a number of regions) is affected by the compliance and data privacy laws of that country
(whichever country user’s data is located). So, it is necessary that the customer should be
informed about the location his data is stored in the cloud [45].

Data Integrity: If a system maintains integrity, its assets can only be modified by authorised
parties or in authorised ways. This modification could be on software or hardware entities of
the system [55]. Data integrity in any isolated system (with a single database) can be maintained
via database constraints and transactions. But in a distributed environment, where databases
are spread out in multiple locations, data integrity must be maintained correctly, to avoid loss
of data [34][35].

Data Segregation: Another issue in cloud computing is multi-tenancy. Since multi-tenancy
allows multiple users to store data on cloud servers using different built-in applications at a
time, various user’s data resides in a common place. This kind of storage shows a possibility
for data intrusion. Data can be intruded (malicious user retrieving or hacking into others data)
by using some application or injecting a client code [45][23]. The user should ensure that data
stored in the cloud should be separated from other customer’s data [19][29][40].

Data Access: Information from articles that discuss data access, access rights, privileged user
access, access control, administrative access are considered. This issue mainly relates to
security policies. Policies are described as “conditions necessary to obtain trust, and can also
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prescribe actions and outcomes if certain conditions are met” [39]. Every organisation has their
own security policies. Based on these policies, employees will be given access to a section of
data and in some cases, employees might not be given complete access. While giving access it
is necessary to know which piece of data is accessed by which user [13][26].

Networking

Network Security: Information from articles that discuss network security and VPN network
are considered. Data should not be leaked while transmission and it is one of the requirements
in information security [42]. To prevent leakage of sensitive information while transferring, a
strong traffic encryption technique such as Secure Socket Layer (SSL) and the Transport Layer
Security (TLS) are required. Sensitive data are obtained from enterprises, processed by any
service application and stored at the service vendor end.

Application Security: Information from articles that discuss web application security, API
security, application vulnerabilities and application security are considered. With new
advantages cloud also brings to the developers’ novel vulnerabilities and threats related to APIs
[11]. It is known that in the cloud, any application or software that is used lies in the cloud but
not with the actual user and if this software/application has vulnerabilities then it can have a
decremental impact on all the customers using the cloud [44][14][50]. If the insecure APIs are
not secured the vulnerabilities that can lead to compromising security, can also lead to men in
the middle of attacks and affect the availability of CC [52][53][43].

Host and Network Intrusion: This problem arises in PaaS, where control might be given to
the user by SP to some extent. Service providers should keep in mind that control below the
application level, such as host and network intrusion shall not be given to the user and the
provider should maintain inaccessibility between applications [45]. By using programs such as
trojan horses and malware which leak sensitive data can help intruders to gain access to
sensitive information [41][29][22].

Denial of Service: Denial of service attacks are possible in the cloud which can be a threat to
data under transmission [16][42][53] [36]. Unlike bypassing preventive and security measures
the attacker uses methods such as packet splitting, payload mutation, shell-code mutation and
duplicate insertion [21].

Men in Middle of Attack: Attackers create an independent connection which relies on the
messages between user and provider. The attacker makes the user and provider believe that this
connection is secured and makes them talk directly, but behind the scene the attacker controls
the whole connection and receives every message which is sent between them (user and
provider) [48][18][35]. The attacker can also possibly modify the message before sending it to
the respondent [41].

Virtualization

Vulnerability in Virtualization: Information from articles that discuss vulnerability in
virtualization and cross-vm information leakage are considered. The most commonly used
multiple way to create multiple virtual machines on a single physical machine is done using
Virtual Machine Monitor (VMM) approach. Hypervisors are also used to manage multiple
VMs and any flaws in the hypervisors can allow attacker to gain access in an inappropriate
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way, even when tools such as Xen access are used many security risks can be found, which
allow admin to see through the user level process while the customer is running his VM and
attacker can easily install a malicious code [32][17][36].

Virtual Machine Protection: Information from articles that discuss virtual machine protection
and securing virtual machine boundaries are considered. Multiple VM’s can be instantiated or
halted in a single server (machine) to satisfy a list of services accepted. These services can also
run multiple applications which are based on different operating system environments [15]. In
relation to this author in [12] expressed his concern towards securing the boundaries of virtual
machines. Since the virtual machines created in cloud server have virtual boundaries (unlike
general isolation where multiple hard disk drives), it’s the responsibility of CSP to ensure VM’s
that use common resources on the same physical server (i.e., CPU, memory, I/O, NIC and
others) are separated [12].

Networking in Virtual Networks: Information from articles that discuss networking in virtual
networks, networking problems, virtual management, virtual network security and hypervisor
security are considered. Virtual machine instances interconnectivity (i.e., communication) is a
huge concern in CC [25][17]. Traditional mechanisms such as VLAN’s (Virtual Local Area
Network) and firewalls are proving to be inefficient when used in a virtualized environment
[24]. The security of a computer depends on the quality of underlying security mechanisms or
kernels which control the execution of process [28].

Organisation

Organisational Security Management: When adapting to cloud computing, some changes
are introduced to the security management, information security lifecycle models, even the
corporate IT standards and policies need to be changed [49]. There are issues such as less
coordination among different communities of interest within client organisations. The
customer also has to face new risks introduced by a perimeter-less environment, such as data
leakage due to multi-tenancy, issues like local disasters and provider’s economic instability.
But since the cloud computing environment is distributed in nature, re-evaluate best practices
and adoption of secure cloud computing applications become extremely complex as they
require well-structured cyber insurance [46].

Trust Management and Policy Integration: Trust is the key problem in the CC environment
as CC is not completely trustable for users [50][42][22]. An organisation using a cloud
computing application has to give some of its critical information to use certain services
provided by the cloud service provider. This organisation needs to develop trust in remote
execution/storage and placing sensitive data in the cloud is tough as the company feels that it
is losing control over data and there is much less transparency in cloud [31][27][10][16]. Lack
of this control is leading to distrust in CC [40].

Failure in Providing Security: Information from different articles that discuss fault tolerance
and failure in providing security are considered. Failure in providing security to the
infrastructure under control of the cloud provider can result in compromising subscriber’s
security. Even a single weak link in cloud computing can cause a security threat to multiple
entities connected in it. For a customer to secure his data, he/she should believe in the service
provider’s security [47][30][18]. It is evident that customers must also have trust in provider
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security. For a cloud to be trusted and considered strong, simple but yet important features such
as logging, security policies, incident response, etc., should also be strong [32].

Identified Solutions

These identified solutions are suggestions from different authors and could vary from person
to person or organisation to organisation. These solutions can be used individually or in
combination to give better solutions for identified challenges.

Encryption: Encryption is suggested as a solution to secure information which is being
transferred, stored (at rest) or under any other operation. This section maps to the challenges
identified in the previous section and explains how these solutions can minimise the effect of
challenges while using cloud computing. Access Rights: Data owners should give permission
to a particular party so that they can access the data easily. To provide this data access control,
a standard based heterogeneous data centric security is used to give data protection to
applications for preventing problems [46].

Use of Central Global Transaction Manager: Usage of central global transaction manager refers
to 2-phase commit protocol as per XA standards. As a mix of on-premise and SaaS applications
can arise data integrity problems in the world of SOA and cloud computing (SaaS application’s
functionality usually gets exposed to XML based API’s. In SOA, many on-premise
applications expose functionality based on SOAP and REST web services protocols. There are
standards available for data integrity in HTTP but are yet immature (WS-transaction and WS-
reliability) [45][40].

Ensuring boundaries: SaaS ensures that there must be clear boundaries for individual user data.
This boundary must be ensured not only on physical level, but also at application level to
segregate the data from different users (solution to data segregation and data access) [45].

METHODOLOGY

Collecting Data from Literature Review: To identify which areas of cloud computing security
need more research, initially CC challenges are found (this is done by searching the literature).
Available methods for achieving this are literature review (LR) and systematic literature review
(SLR). SLR is used to find all available data relevant to a particular research area [30]. Since
the topic of cloud computing is a novel one, literature review and snowball sampling is
employed [60]. The articles written by the researchers are based on scientific papers, online
sources, journals etc. Snowball sampling revisits all these references used in writing an article.
This in turn increases the final set of papers used to understand the problem (selected for study).
In this context, since this study had the threat of finding fewer references, the authors chose
snowball sampling.

Collecting Data from Real World: Based on results of literature review and empirical study,
mechanisms that are actually used in organisations to handle the security challenges identified
from literature are needed to be found. Other methods available under empirical studies are
interviews, case studies, experiment and post-mortem. The interview is a process of gathering
in-depth information to the interviewer’s question from the responder.
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Methods of Data Analysis: Several methods of data analysis can be proposed for enhancing
security in cloud computing environments. These methods are aimed at extracting actionable
insights from various data sources to identify security threats, detect anomalous behaviour, and
mitigate risks effectively. Here are some proposed methods.

Log Analysis: Log analysis is a fundamental method of data analysis used in enhancing security
in cloud computing environments. Logs are generated by various components of cloud
infrastructure, including servers, networking devices, applications, and security tools.
Analysing these logs can provide valuable insights into system activities, user behaviour, and
security events.

Behavioural Analytics: Behavioural analytics is a method of data analysis that focuses on
understanding and identifying patterns in user behaviour to detect anomalies and potential
security threats. In the context of cloud computing security, behavioural analytics can be
utilised to monitor user activities, identify deviations from normal behaviour, and detect
suspicious actions that may indicate unauthorised access or malicious activity.

Network Traffic Analysis (NTA): Network Traffic Analysis (NTA) is a method of data analysis
used to monitor and analyse network traffic patterns, identify anomalies, and detect potential
security threats within a networked environment. In the context of enhancing security in cloud
computing environments, NTA plays a crucial role in detecting and mitigating cyber threats,
identifying malicious activities, and ensuring the integrity and confidentiality of data.

RESULTS/FINDINGS

The results of the systematic review are summarised in the Table above which shows a
summary of the topics and concepts considered for each approach. As it is shown in the Table,
most of the approaches discussed identify, classify, analyse, and list a number of vulnerabilities
and threats focused on Cloud Computing. The studies analyse the risks and threats, often give
recommendations on how they can be avoided or covered, resulting in a direct relationship
between vulnerability or threats and possible solutions and mechanisms to solve them. In
addition, we can see that in our search, many of the approaches, in addition to speaking about
threats and vulnerabilities, also discuss other issues related to security in the Cloud such as the
data security, trust, or security recommendations and mechanisms for any of the problems
encountered in these environments.

Security in the SPI Model
The cloud model provides three types ofservices

Software as a Service (SaaS): the capability provided to the consumer is to use the provider’s
applications running on a cloud infrastructure. The applications are accessible from various
client devices through a thin client interface such as a web browser (e.g., web-based email).

Platform as a Service (PaaS): The capability provided to the consumer is to deploy onto the
cloud infrastructure his own applications without installing any platform or tools on their local
machines. PaaS refers to providing platform layer resources, including operating system
support and software development frameworks that can be used to build higher-level services.
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Infrastructure as a Service (IaaS): The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer
is able to deploy and run arbitrary software, which can include operating systems and
applications.

Summary of the topics considered in each approach

Topics/References [4] [6] [10][16][17][18][19][20][21][22][23][24][25][26][27]
Vulnerabilities X X X X X X X X X
Threats X X X X X X X X X X X X X
Mechanisms/RecommendationsX X X X X X X X
Security Standards X X

Data Security X X X X X X X
Trust X X X X X
Security Requirements X X X X X X
SaaS, PaaS, laaS Security X X X

DISCUSSION

In this part, the suggested security solution discusses the challenges faced in the adoption of
cloud computing environments that influence the customers to release security burden with
trusting a third party. This study observed that the concerns of trust, security and privacy
highlighted by many cloud providers and customers. The deployment of security strategies in
the cloud environment to achieve integrity, confidentiality and availability of data or systems
that adopt to change the relationship between the cloud provider and the customers. A trust-
worthy access control infrastructure is needed to avoid any unauthorised access to the shared
resources. Trust required operating in each layer of the cloud service models (IaaS, SaaS, PaaS)
and it needs to ensure the security at the technical, legal, procedural and operational level to
allow secure communication

IMPLICATION TO RESEARCH AND PRACTICE

Enhancing security in a cloud computing environment has several critical implications such
as:

Data Protection and Privacy:

. Confidentiality: Improved security measures help ensure that sensitive data stored in
the cloud is protected from unauthorised access.

J Integrity: Enhanced security helps maintain the accuracy and completeness of data,
preventing unauthorised modifications.

J Availability: Security enhancements protect data and services from attacks that could
lead to downtime, ensuring continuous availability.
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Compliance and Legal Requirements:

J Regulatory compliance: Many industries are subjected to strict regulations regarding
data security. Enhanced security helps organisations meet these requirements

. Legal Protection: Implementing strong security measures can protect organisations
from legal repercussions in the event of a data breach.

Trust and Reputation:

J Customer Trust: Ensuring robust security measures can enhance customer confidence
in using cloud services, leading to increased adoption and customer loyalty.

o Brand Reputation: Preventing data breaches and ensuring data security helps maintain
a positive brand image avoids the negative publicity associated with security incidents.

Operational Efficiency:

. Risk Mitigation: Storage security practices reduce the data breaches, financial losses
and operational disruptions.

. Incident Response: Enhanced security often includes better monitoring and incident
response capabilities, allowing for quicker detection and mitigation of security
incidents.

Cost implications:

o Prevention of Financial Losses: Investing in security can prevent costly data breaches
and associated losses, including fines, legal fees and remediation costs.

. Cost of Security Measures: Implementing enhanced security measures require
investment in technology personnel and processes.

CONCLUSION

Cloud Computing is a relatively new concept that presents a good number of benefits for its
users; however, it also raises some security problems which may slow down its use.
Understanding what vulnerabilities exist in Cloud Computing will help organisations to make
the shift towards the Cloud. Since Cloud Computing leverages many technologies, it also
inherits their security issues. Traditional web applications, data hosting, and virtualization have
been looked over, but some of the solutions offered are immature or inexistent. We have
presented security issues for cloud models: [aaS, PaaS, and IaaS, which vary depending on the
model. As described in this paper, storage, virtualization, and networks are the biggest security
concerns in Cloud Computing. Virtualization which allows multiple users to share a physical
server is one of the major concerns for cloud users. Also, another challenge is that there are
different types of virtualization technologies, and each type may approach security mechanisms
in different ways. Virtual networks are also targets for some attacks, especially when
communicating with remote virtual machines.
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FUTURE RESEARCH

Enhancing security in cloud computing environments involves a multifaceted approach that
encompasses various technological, procedural and policy-based measures. Above are some
key features and research areas focused on enhancing cloud security:

1. Encryption Technology

2. Identity and Access Management

3. Intrusion Detection and Prevention System
4. Data Loss Prevention

5. Incident Response and Forensics

6. Threat Intelligence Sharing

7. User Education Awareness
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