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ABSTRACT: Denial-of-Service (DoS) attacks has been a
critical challenge in cybersecurity, disrupting the availability of
network services and causing significant operational and
economic losses. To ascertain the most suitable approaches to
mitigate to dilemma, this study compares the effectiveness of
some selected machine learning models in identifying denial-of-
service (DoS) attacks. Two ensemble learning models, Random
Forest (RF) and Extreme Gradient Boosting (XGB), showed
remarkable accuracy and dependability. RF performed almost
perfectly on criteria including accuracy (99%), precision (99%),
and recall (99%). Convolutional Neural Networks (CNN) and
Recurrent Neural Networks (RNN) stood out as Deep Learning
models, capturing complex patterns with CNN achieving an
accuracy of 98% and a perfect AUC score of 1.00. The models
utilized the Recursive Feature Elimination (RFE) to select
significant features and ensured proper data balancing
techniques for robust model training and evaluation, minimizing
overfitting and enhancing generalization. The results highlight
RF and CNN as the best-performing models, with RF offering
interpretability and computational efficiency, while CNN excels
in handling unstructured and complex datasets. This study
underscores the need for context-driven model selection and
suggests exploring hybrid approaches that integrate the
strengths of ML and DL for improved DoS attack detection.
Future work should aim to enhance scalability and adaptability
for real-world cybersecurity applications.
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INTRODUCTION

Denial-of-Service (DoS) attacks is a prominent cyber-attack that aims at distorting computer
networks, system or service and tend to render these facilities unavailable to its legitimate
owners or users(Arroyabe et al., 2024). The core features of cyber systems are the
Confidentiality, Integrity and Awvailability, which forms the CIA Triad in cybersecurity
(Osazuwa, 2023; Qadir & Quadri, 2016).

Just as the name sounds, denial of service encompasses an attack that is launched to deny a
required service that is progressively in operation. Intruders achieve a successful Denial of
service attack by flooding the target system/service from a single source as seen in Figure 1,
with multiple requests that are not part of the operations of the service or systems (Islam et
al., 2021; Kumar, 2016). These illegitimate flooding overwhelms the operation of the system
and interrupt normal operations of the system thereby denying the legitimate user(s) adequate
usage or access to the system (Islam et al., 2021).

Attacker

Bombs victim with
HTTP requests

Legitimate \
requests can't/—" X
__— getthrough
and fail
S

User

Webserver

Figure 1: DoS Attack Flow (Suryateja, 2018)

DoS attack has a chronic effect on cyber industry and has been a challenge for many years
(Gebreyes, 2020). It effect extend to the exhaustion of network bandwidth, memory, or CPU
capacity, leading to a service outage (Eliyan & Di Pietro, 2021; Okeh et al., 2023). The fact
that cyber systems progressive function on a feature of network dependency is a significant
prospect for DoS attack to strive across the system (Uddin et al., 2024).

The focus of intruders in utilizing DoS attacks are vulnerabilities in server configurations,
network protocols and firewalls (Balarezo et al., 2022). When this attack is distributed
through multiple channels, it becomes more complex to mitigate and easier to compromise a
system (Tuli et al., 2022). This organized form of system attack is called Distributed Denial
of Service (DDoS) attack (Eliyan & Di Pietro, 2021; A. Singh & Gupta, 2022).

The progressive growth of DoS attack calls for more adequate and more advanced model
suitable for detecting and mitigating the impact of this cyber threat (Sathishkumar et al.,
2024). Machine learning (ML) models are viable tools and they are capable of analysing
traffic patterns, network behaviour, and anomaly detection in real-time (S. F. Ahmed et al.,
2023; Akwaronwu et al., 2025; Sathishkumar et al., 2024; Shargunam & Rajakumar, 2022).
Bringing these models together will enhance the speed of identifying the best model suitable
for mitigating this attack (Owaid & Hammoodi, 2024; Talafha et al., 2021).
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Most ML have been utilized in mitigating the impact DoS attacks by analysing network
traffic patterns and other pattern indicators (Owaid & Hammoodi, 2024). Models like
Random Forest, Logistics Regression and Support Vector Machines (SVM) which are
Machine learning models are widely used for classification of anomalies and benign in
detecting DoS attacks (Kiranashree et al., 2021). However, these models may not capture all
attack patterns (Ahmad et al., 2018; Natarajan et al., 2024; Sarker, 2021b). Deep learning
models, such as Convolutional Neural Networks (CNN) and Recurrent Neural Networks
(RNN), enhance accuracy by effectively capturing intricate data patterns. However, they
often require significant computational resources (S. F. Ahmed et al., 2023; Alzubaidi et al.,
2021; Sarker, 2021a).

This comparative approach is vital in selecting the appropriate technique that is required for
various environments, it will also resolve the problem of model complexity, speed, and
resource consumption and give an accurate performance measure using the prescribed
performance measures to estimate the most preferred approach for prompt and effective
detection of DoS attack (Al-Shareeda et al., 2023; Azevedo et al., 2024; Tien et al., 2022).

RELATED WORKS

Denial-of-Service (DoS) attacks pose significant threats to the availability of cyber services
(D. Singh & Uma Mageswari, 2025), It overwhelm cyber systems with malicious request that
hinders legitimate users from accessing cyber services (Asadi et al., 2024). The use of
traditional approaches such as signature-based and rule-based systems, yielded inadequate
protection caused by their inability to adapt to complex patterns (Admass et al., 2024,
Mahjabin et al., 2017). Subsequently, there are increasingly numbers of Machine Learning
approaches, driven by deep learning and machine learning, which offer adequate solutions for
identifying complex patterns in real-time (Sarker, 2021a).

A. Mechanisms in DoS Attack Detection

Mechanism in detecting DoS attacks are classified into Machine Learning and traditional
approach (N. Ahmed et al., 2024). Application of Machine Learning mechanism has
enhanced mitigating cyber-attacks like Denial-of-Service (DoS), brute force, dictionary, and
several more (Agrafiotis et al., 2018; Bendovschi, 2015). Mitigating cyberattack with any of
these approach depends of the severity of the DoS attack(s) and the urgent requirement of the
mitigation (Ainslie et al., 2023).

. Traditional Machine Learning

Traditional Machine Learning (ML) serves as a fundamental approach for detecting Denial-
of-Service (DoS) attacks, utilizing algorithms that analyze historical data to recognize
patterns and detect anomalies suggestive of an attack. Methods like Decision Tree, Naive
Bayes, Support Vector Machine (SVM), and logistic regression are good at categorizing
network traffic by examining characteristics like protocol type, frequency, and packet size
(Hulayyil et al., 2023; Qaid et al., 2021). These models are computationally efficient and
suitable for environments with limited resources. However, they may require extensive
feature engineering to effectively capture complex or evolving attack patterns.
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1. Ensemble Learning

The use of ensemble models enhances DoS attack detection by merging multiple learners to
build a strong predictive model. By aggregating decisions from various base models,
ensemble methods improve generalization to new and complex data while the parameters are
finetune to overcome overfitting. XGBoost is remarkable for its efficiency, scalability, and
ability to manage “Not a Number” (NaN) or imbalanced data, making it well-suited for real-
world network environments (Al-Jarrah et al., 2016; Moustafa et al., 2019). However,
ensemble models may require careful hyperparameter tuning to achieve optimal performance.

I11.  Deep Learning

Deep Learning (DL) models are unique models that offers substantial techniques in DoS
attack detection by learning sophisticated patterns from raw network traffic data. Models
such as Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNSs),
Acrtificial Neural Networks (ANNSs) and several more, are linked with advanced modules such
as Long Short-Term Memory (LSTM) to enhance the training and learning process units
excel in analysing spatial and temporal characteristics of network logs (Mercuri et al., 2023;
Sahin et al., 2021). CNNs are proficient at identifying static features, while RNNs capture
sequential dependencies, making them effective against sophisticated and evolving DoS
attacks. The computational complexity and large training data requirements of DL models
aids the accuracy in spite of their restricted use in settings with limited resources (L. Chen et
al., 2022).

A primary concern in using ML models for DoS detection is overfitting, which arises when
models learn noise in the data rather than generalizable patterns. Balanced sampling
techniques, such as downsizing datasets to equalize class distributions, have been effective in
addressing this issue (Akwaronwu et al., 2025; Barbierato & Gatti, 2024). Additionally,
standardizing input features ensures that models are not biased toward high-magnitude
variables, further improving generalization (Barbierato & Gatti, 2024; Mohamed, 2023).

B. Feature Engineering

A basic factor that determines the success of model training and accuracy in machine learning
and deep learning is the proper application of feature selection. Data preprocessing embeds
feature selection which involves identifying and retaining the most significant features among
other features in the dataset. By focusing on the most important attributes, feature selection
improves model interpretability, reduces computational complexity, and enhances predictive
performance by minimizing noise in the data (Crombé et al., 2022). This approach is
particularly useful in cases involving high-dimensional datasets, where an excessive number
of features may result in overfitting and reduced model effectiveness. Feature selection
techniques are generally classified into three categories: filter methods, which assess features
independently of the learning model; wrapper methods, which iteratively choose features
based on their influence on model performance; and embedded methods, which incorporate
feature selection within the model training process. Two widely used feature selection
techniques are Recursive Feature Elimination (RFE) and Principal Component Analysis
(PCA), both of which help refine the feature set and maintain a balance between efficiency
and accuracy before proceeding to the training phase (Abdelwahab et al., 2022; Alabassi et
al., 2022; “Loan Prediction System,” 2023).
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. Recursive Feature Elimination (RFE)

Recursive Feature Elimination (RFE) is a special technique that iteratively identifies the most
important features by fitting a model and removing the least significant ones. RFE starts with
the entire set of features, rates them according to how much they contribute to the model's
performance, and then removes features that do not have much of an impact (C. Chen et al.,
2024). This process is repeated until a predetermined number of features that are considered
the most pertinent. This approach is very useful training predictive models. RFE provides
robust performance by reducing noise and irrelevant data in the feature space (Gaber et al.,
2022; He et al., 2023).

1. Principal Component Analysis (PCA)

Principal Component Analysis (PCA) is an unsupervised dimensionality reduction technique
that converts the original set of features into a new set of orthogonal components known as
principal components. These components are designed to retain the maximum variance
within the dataset, with the initial components usually accounting for the majority of the
variance (Qureshi et al., 2021). PCA reduces the dimensionality of data while preserving as
much information as possible. This makes it ideal for huge datasets that have correlated
features. Unlike RFE, PCA does not rely on a predictive model but instead focuses on
compressing the data structure, which is particularly useful for enhancing the computational
efficiency and generalization of predictive models (Beattie & Esmonde-White, 2021).

C. OSI Models’ Rule in Network Traffic Management

The seven layers of the Open Systems Interconnection (OSI) highlighted in Figure 2 has a
fundamental role in network operations with each layer fulfilling its own purpose in a
connected network framework. The OSI model follows a specific procedure to transport data
from one level to another, from the user in the host layer to the physical server in the media
layer and back again (Howser, 2020).

Data Layer
Data Application
Network Process to Application
% 7
2 Data Preser?tatton
> Data Representation and Encryption
—
4 .
a Data Session
I Interhost Communication
Segments Transport
L] End-to-End Connections and Reliability
 Packets Network
@ Path Determination and IP (Logical Addressing)
&
- Frames Data Link
% MAC and LLC (Physical Addressing)
]
=
Bits Physical
Media, Signal, and Binary Transmission

Figure 2: OSI Layer Media and Host Layer (Eduardo Marquez Diaz, 2021)
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The layers carry protocols that is unique from one layer to the other with makes the traffics
unique and responsible for sending/receiving protocol data unit (PDU). These protocols
ensure that each layer is assigned their stipulated functions.

D. Research Gaps

Denial-of-Service (DoS) attacks are significant threat to cybersecurity because utilize
vulnerability to exploit network infrastructures and flood services with unauthorized requests,
making cyber services unavailable to authorized operators. The impact of these attacks is far-
reaching, leading to substantial operational disruptions, economic losses, and reputational
damage to organizations. Modern DoS attacks are too complex for traditional defenses like
firewalls to detect and stop, especially as attackers use more complex techniques like
Distributed Denial-of-Service (DDoS) attacks, which spread the attack across several sources
(Kumar, 2016; Najafimehr et al., 2023).

While Machine Learning techniques have exhibited promissory performance in detecting
DoS attacks by analysing network traffic patterns and anomalies, a key challenge lies in
identifying the most effective approach for real-time detection (J. O. et al., 2025). Models
such as Random Forest and Support Vector Machines have been widely used, but they may
not capture all complex attack patterns and could suffer from limitations in accuracy
(Najafimehr et al., 2023; Onuiri et al., 2024). Meanwhile, Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs) which standouts as deep learning models,
offer improved detection capabilities but are often computationally intensive, resulting to
complications in model development and deployment (Ersavas et al., 2024).

There is a critical need for a comprehensive comparison of Machine Learning (ML) and Deep
Learning (DL) techniques to determine which models are best suited for detecting DoS
attacks in various environments (Ali et al., 2023). Factors such as detection accuracy,
computational efficiency, real-time applicability and several more are to be considered. This
study seeks to provide remedy to this gap by carrying out a comparative analysis of ML and
DL models to identify the optimal method for detecting DoS attacks, taking into account the
complexities of different network environments, the speed of detection, and resource
consumption.

The integration of feature selection techniques like RFE with robust classifiers such as SVM,
promise in enhancing the detection of DoS attacks. The adoption of data preprocessing
methods, balanced datasets, and careful evaluation through visual metrics (e.g., confusion
matrices, ROC curves) is crucial for developing models capable of real-world deployment.
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METHODOLOGY

This research will utilize the principle of machine learning research framework that acquires
data, preprocess, train, and evaluate the trained model using standard evaluation metrics. This
framework as expanded in figure 3 gives a clarity of the mothodology and highlights the
number of models that will be utilized in the proposed system.

// == \ 4 Model Selection 3

-5 Model Training
E CNN Performance
Evaluatioin
Preprocessing [ —
— —
. « Data Collection | XGB | | Validation | |A 8 Ill
?‘f_}t_a{_:c‘;l_l\ffl;g;n = Data Cleaning — — II 8
D L = Data Normalization e
RF
+ Feature Selection ﬂ;curﬂc!,":“P;ec:lsmn Performance
. Data Splitting ecall, F1-3core, Comparison
LR AUC-ROC

Figure 3: Model Architecture
A. Data Description

The dataset is that will be utilized for this models is “NetFlow Datasets for Machine
Learning-Based Network Intrusion Detection Systems” (NF-UQ-NIDS) (Sarhan et al.,
2021), acquired from the university of Queensland with varying DoS attack vectors which
include Hulk, Slow-HTTP-Test, attacks-Golden-Eye and several more categorized as parent
DoS category with 348962 DoS vectors and 9208048 Benign operations among others.

The dataset contains feature which are; Source and destination IPv4 addresses, layer 4
Source and destination port numbers, layer 3 network protocol, layer 7 protocol, Numbers of
bytes sent and received in the flow, Number of packets sent and received in the flow, total
duration of the network flow.

B. Data Preprocessing

The data preprocessing encompasses every activity done on the data to prepare it ahead of the
training which include cleaning, normalization, feature selection, and splitting and it likes.
This is aimed at preparing the data for the training process in the model development phase.

To guarantee high-quality input for model development, data cleaning will find and fix
mistakes, inconsistencies, and missing values in the dataset. This process includes handling
missing data using imputation techniques, removing duplicate records, and correcting
anomalies or outliers that may skew model performance. The next crucial step is data
normalization, which scales feature values into a uniform range, usually between 0 and 1.
During model training, this makes sure that characteristics with bigger magnitudes don't
overpower those with smaller magnitudes.

To find the most pertinent characteristics for the prediction task, less significant features will
be progressively removed using Recursive Feature Elimination (RFE) as depicted in Figure 4
and 5. This approach entails training an initial model and allocating weights to features
according to their impact on predictive accuracy. Features with the least significance are
progressively removed in an iterative process until the most effective subset is determined.
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The dataset is generally partitioned into three subsets: training, testing, and validation. The
training set consists of 70% of the data, while the remaining 30% is evenly split between
testing and validation. This systematic division helps ensure that the model's performance
remains objective and accurately represents real-world conditions.

C. Model Building process

The model will utilize Python as the main programming language, while utilizing its
extensive libraries like NumPy, Pandas, Scikit-learn, Matplotlib, Seaborn, and Joblib, which
are essential for data preprocessing, model training, evaluation, visualization, and
deployment. Jupyter Notebook will serve as the primary integrated development environment
(IDE) for scripting, documentation, and iterative experimentation due to its user-friendly
interface and support for interactive computing. Figure 6 showcases the model that will be
used for this training representing the traditional machine learning models, deep learning
models and ensemble machine leaning models.
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Model Categories

Logistic Regression

Recurrent Neural Network with LSTM (RNN+LSTM)

Probabilistic Model

Convolutional Neural Network (CNN) Deep Learning Model
Ensemble Learning Model

Extreme Gradient Boosting (XGBoost)

Random Forest (RF)

Figure 6: Training Model Categories

Machine Learning models in their various categorise play critical roles in DoS attack
detection, they utilize advanced algorithms and techniques to identify and mitigate malicious
network activity, with unique strengths and limitations tailored to different computational and
environmental needs.

I. Logistic Regression

Logistic Regression models the probability of an input belonging to a particular class (DoS
attack or benign) by applying the sigmoid activation function to a linear combination of input
features. The prediction probability is given by (1):

1

p=cl =12y

(1)

z=wTx + b (2)

where w representing the weight vector, x the input features, and b the bias term.
This probabilistic output enables the model to interpret network traffic data and classify
whether a given instance is indicative of a DoS attack.

Training optimization is achieved through the Binary Cross-Entropy loss function, expressed
as BCE (3):

BCE = —(y =loglp) + (1 — y) =log(l — p}) 3)

where y denotes the true label (0 for benign, 1 for DoS attack), and p is the model’s predicted
probability.

This loss function penalizes incorrect predictions and drives the model toward maximizing
classification accuracy. The combination of linear decision boundaries and probabilistic
interpretation underpins Logistic Regression's ability to effectively distinguish between
benign and malicious traffic patterns in network intrusion detection systems.
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ii. Recurrent Neural Network (RNN) with LSTM

The Long Short-Term Memory (LSTM) network enhances traditional RNNs by addressing
the vanishing gradient problem, enabling effective learning over long sequences. The core
operation of the LSTM cell is governed by the cell state update equation (4):

Ce= fo* Gyt ip* G (4)

where c; represents the current memory cell state, f; is the forget gate output controlling
memory retention, it is the input gate output regulating new information entry, and g: denotes
the candidate memory update.
This mechanism enables the LSTM to dynamically remember or forget patterns over time,
making it well-suited for analyzing sequential network traffic data where temporal patterns of
DoS attacks may span across multiple packet flows.

Training optimization is achieved using the Binary Cross-Entropy (BCE) loss function,
expressed as (3). the loss function effectively guides the LSTM toward minimizing
classification errors, promoting high recall and accuracy in detecting distributed or time-
staggered DoS attacks.

iii. Convolutional Neural Network (CNN)

The fundamental convolution operation, expressed as output (2) enables the model to detect
suspicious traffic patterns regardless of their position within the input sequence.

k-1

Dutput (i) = Z{Input{:‘ +j) x Filter(j)) + Bias (3)

J=0

This translation invariance property proves particularly valuable for network traffic analysis,
where attack signatures may appear at varying temporal positions. The model's hierarchical
feature extraction process begins with the first Conv1D layer detecting basic network traffic
patterns, while the second ConvlD layer combines these foundational elements into more
complex attack signatures. Training optimization is achieved through the Binary Cross-
Entropy loss function, defined as BCE (3) to guide the model toward accurate DoS attack
detection, contributing to the model's exceptional performance in classifying DoS attacks.

v, Extreme Gradient Boosting (XGBoost)

XGBoost employs an additive boosting strategy, sequentially improving model performance
by training new decision trees to predict residual errors from prior models. The update rule
for the ensemble model is defined as (5):

Fﬂ;ir' = F:HL—L':I' + 'r!rr.i.r' (6)

where Fm(Xx) represents the updated model at the m-th boosting iteration and hm(x) is the
newly trained weak learner (decision tree) that corrects previous prediction errors. This
incremental approach enables XGBoost to capture complex non-linear relationships in the
data, making it highly effective for identifying subtle DoS attack patterns within network
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traffic features. The overall training objective minimizes both the prediction loss and model
complexity, as formulated in (7):

Obj = i ypd + iﬂ{ﬁ] (7

where I(yi,pi) denotes the loss between the true label and predicted probability, and Q(fk)
penalizes overly complex trees to prevent overfitting. Through this regularized learning
framework, XGBoost achieves a balance between accuracy and generalization, leading to
robust detection of DoS attacks.

V. Random Forest (RF)

Random Forest is an ensemble learning method that builds multiple decision trees and
aggregates their outputs to improve predictive accuracy and control overfitting. The overall
prediction is determined through majority voting among individual tree outputs, defined as

(7):

RF(x) = mn_,r'ur:'tj‘uwp{ Tree,(x),Tree,(x), .., Treey(x) } (8)

where Treei(x) represents the prediction from the i-th tree, and N is the number of trees in the
forest.

This ensemble approach enhances the model’s robustness by reducing variance and
mitigating overfitting, which is critical for maintaining high performance across diverse
network traffic patterns.

At the core of each decision tree's construction, the Gini impurity criterion is employed to
select the optimal feature splits. The Gini impurity at a node is calculated as (8):

c
Gini = 1 — » pf (9
2
where pi is the proportion of samples belonging to class i at that node.

By minimizing Gini impurity during splits, Random Forest ensures the creation of highly
pure subgroups, allowing for effective separation of benign and DoS attack traffic.

D. Evaluation Metrics

The model performance will be rated by utilizing the 5 (five) standard metric for evaluation;
accuracy, precision, recall, f1 score and ROC-AUC to provide clarity and readability of the
performance of the model.

These metrics will evaluate the proposed model efficiency in detecting brute force attack(s).
The accuracy will give the overall correctness of he model, the precision will highlight the
measure of false positves that was recorded, the recall will highlight the measure of the false
negatives recorded, the F1-measure will balance the precision and recall, while ROC-AUC
will evaluate classification performance across different thresholds.
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EXPERIMENTAL RESULTS AND ANALYSIS

This phase presents the analysis of the dataset and the results of various machine learning and
deep learning models trained to detect Denial-of-Service (DoS) attacks. The models'
performance was assessed using standard evaluation metrics, including Accuracy (Acc),
Precision (Pre), Recall (Rec), F1-Score (F1), and Area Under the Curve (AUC). Table 1 and
Figure 7 summarizes the performance metrics for the five models analysed: Convolutional
Neural Network (CNN), Recurrent Neural Networks (RNNs) with LSTM, Extreme Gradient
Boosting (XGB), Random Forest (RF), and Logistic Regression (LR). Each model was tested
on both training and test datasets to evaluate its generalization ability. The results provide
insights into the strengths and weaknesses of each model, assessing their suitability for real-
world applications.

Table 1: Model Performance

Models Acc Pre | Rec F1 AUC
Logistic Regression (LR) 0.91 0.90 |0.92 0.91 0.98
Egc_i_u'\r/lrent Neural Networks (RNN) with 0.96 0.98 | 094 0.96 1.00
Convolutional Neural Network (CNN) 0.98 0.97 |0.99 0.98 1.00
Extreme Gradient Boosting (XGB) 0.97 0.97 |0.98 0.97 1.00
Random Forest (RF) 0.99 0.99 |0.99 0.99 1.00

Model Performance Metrics (Reordered) Loo
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Figure 7: Heatmap of the Models’ Performance
A. Models’ Results Analysis

The various results yielded outputs that exposed the strength and weakness of the models in
detecting Distributed Denial of Service.

Logistic Regression demonstrated the lowest performance among the models, achieving 91%
accuracy on both training and test datasets. While it maintains decent recall (0.92), its lower
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precision (0.90) indicates a tendency to generate more false positives compared to other
models. This limitation could lead to higher rates of unnecessary alerts in practical
applications. Nevertheless, its AUC score of 0.98 reflects good discriminatory power, making
it suitable for lightweight, resource-constrained environments where interpretability and
computational efficiency take precedence over high accuracy.

The Recurrent Neural Network (RNN) with LSTM achieved 96% accuracy on both training
and test datasets, slightly lower than CNN. It demonstrated strong precision (0.98), indicating
that it effectively minimizes false positives. It recorded a recall (0.94) which is slightly lower,
suggesting that it may miss some DoS attacks in real-world scenarios. Despite this, the RNN
with LSTM attained an excellent AUC score of 1.00, highlighting its robustness in
distinguishing classes. While it is well-suited for analysing sequential patterns in network
traffic, its slightly lower recall and higher computational requirements compared to simpler
models may limit its applicability in environments where real-time detection is critical.

The Convolutional Neural Network (CNN) exhibited exceptional performance, attaining a
high accuracy of 98%. This optimal performance demonstrates the model's strong
generalization ability, confirming it satisfaction as best model for real-world utilization. The
CNN's high recall (0.99) indicates its ability to correctly classify nearly all occurrences of
DoS attacks, which is crucial in security-sensitive scenarios where undetected threats can
have severe consequences. Additionally, the model's perfect AUC score of 1.00 underscores
its excellent discriminatory power in distinguishing between benign and malicious traffic.

Extreme Gradient Boosting (XGB) demonstrated balanced performance, with 97% accuracy
across both training and test datasets. It achieved high recall (0.98) and precision (0.97), this
confirms it as a highly suitable option for scenarios where both low false positives and high
detection rates are required. XGB showcased an ability to maintain consistency across
datasets which reflects its strong generalization capabilities. Though it has a higher
computational efficiency than deep learning models, careful hyperparameter tuning might
still be necessary to get the best results.
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Figure 8: Metrics Analysis Across Models

Random Forest (RF) came out as the top-performing model, with above 99% scores in all the
performance metrics. These metrics indicate that RF exhibits minimal overfitting while
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maintaining exceptional performance. Its AUC score of 1.00 further validates its ability to
accurately classify between normal and anomalous patterns as highlighted in Figure 8. The
simplicity and interpretability of Random Forest make it a reliable and scalable option for
real-world deployment. However, its reliance on ensemble decision trees can result in longer
inference times compared to linear models, which might pose challenges in real-time
detection scenarios.

RESULT DISCUSSION

The analysis highlights Random Forest (RF) and Convolutional Neural Network (CNN) as
the best-performing models for detecting Denial-of-Service (DoS) attacks. Its exceptional
performance is highlighted in Figure 9.
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Figure 9: Model Performance Comparison

Random Forest achieved a near-perfect accuracy of 99% across both training and test
datasets, alongside exceptional precision, recall, and F1-score metrics of 99%, demonstrating
its ability to generalize effectively without overfitting. Its interpretability and ability to rank
feature importance further enhance its reliability in real-world deployment. Similarly, the
CNN excelled with an accuracy of 98%, a high recall of 99%, and a perfect AUC score of
1.00, showcasing its strength in capturing complex patterns in the dataset. The CNN's
capability to extract hierarchical features from raw data renders it highly effective for
complex tasks such as detecting anomalies in network traffic. Together, these models stand
out for their precision, robustness, and scalability, making them ideal choices for accurate and
efficient DoS attack detection in diverse operational environments.

The comparison between Ensemble Learning and Deep Learning models presented in Figure
10 highlights their respective strengths in detecting Denial-of-Service (DoS) attacks. Random
Forest (RF) and Extreme Gradient Boosting (XGB), demonstrated consistently high
performance across all metrics, with RF achieving near-perfect scores of 99% and above in
all the recorded performance metrics and XGB complemented the achieving 97% accuracy
and robust recall (98%). There gives credence to ensembled models of which these 2 (two)
models are classified to be in addition to being presented as tree-based models.
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Figure 10: Model Performance Across Metrics

These models excel in reliability, interpretability, and computational efficiency, making them
ideal for structured data with well-defined features. Deep Learning models, such as
Convolutional Neural Network (CNN) and Recurrent Neural Network (RNN), showed
exceptional capabilities in learning complex patterns from data. CNN achieved 98% accuracy
and a perfect AUC of 1.00, while RNN maintained competitive precision (98%) but slightly
lower recall (94%). While Ensemble Learning models are often more resource-efficient and
interpretable, Deep Learning models are better suited for capturing intricate and non-linear
relationships, offering superior scalability for large, unstructured datasets. Together, these
approaches complement each other, with their applicability depending on the complexity of
the dataset and the operational constraints.

CONCLUSION

The enhancement of Artificial Intelligence has enhanced the adoption of automated tools the
gives credence to the effectiveness of machine learning and deep learning models in detecting
Denial-of-Service (DoS) attacks as demonstrated in the performance for various models
highlight their strengths and trade-offs. Ensemble Learning models, specifically, Random
Forest and Extreme Gradient Boosting which also double as tree-based models, excelled with
high accuracy, interpretability, and adaptability efficiency, making them suitable for real-
world applications with structured datasets. Deep Learning models, such as Convolutional
Neural Networks (CNN) and Recurrent Neural Networks (RNN) with LSTM, showed
superior capabilities in capturing complex data patterns, achieving competitive performance
metrics and scalability for larger datasets. By leveraging feature selection methods using
Recursive Feature Elimination (RFE) and balancing methods to enhance data quality, the
study ensured robust and reliable model performance. The findings highlight the importance
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of model selection based on specific operational requirements. Random Forest and CNN
showcased optimal performance for DoS attack detection. This highlight capacity of Random
Forest and Convolutional Neural Network in combating DoS attacks and is recommended for
personalized and corporate application.

FUTURE WORK

Future work should explore hybrid approaches that combine the interpretability of Ensemble
Learning with Deep Learning for improved scalability and performance to further enhance
cybersecurity defences. Exploring other balancing techniques is also essential to assess how
models perform on both normal and synthetic datasets.
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